MCLEAN MICRO

Professional Computer Services Since 1993
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Scammer!
The “Roger” Report

Help prevent scams and fraud.
Please share this with everybody!
The more people who read this report, the fewer the number
of people who will fall for this type of scam in the future.
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You have probably heard of the “Microsoft scam”, where you receive a
telephone call from someone purporting to be from Microsoft who tells you that
your computer is infected. The caller tells you that it is necessary for you to have
your computer cleaned immediately, a service he is happy to provide for a small
fee. He can do this by remotely logging into your computer.

Of course, Microsoft NEVER calls users to inform them that their computer
is infected. If you grant the caller access to your computer, he will likely infect
your computer with malicious software designed to capture information enabling
him to access your bank account and charge cards, and do anything else he desires.

Recently, I received a call from “Roger” who works at “Technical
Department”.

Roger: “Your computer is infected, you need to clean it right away.”
Me: “Oh no, that doesn’t sound good, what should I do?”
Roger: “No problem sir, I can take care of it for you from remote”.

Of course, my computer was not infected. The only one that might call you to
tell you that your computer is infected is your Internet provider, and they won’t
offer to fix it for you from remote. They will tell you to take it to a professional
computer shop (like McLean Micro) and have it properly fixed.

Fortunately, I had a virtual machine ready that I could grant him access to. If
you don’t know what a virtual machine is, it is a fake computer that runs in a
window on your real computer. It runs its own copy of Windows, and can be
completely 1solated from the real computer.

I was able to observe everything he did, and capture video and screen shots.
And since I am a computer/network technician at McLean Micro (and pretty good
at my job), I was able to fool “Roger” and make him believe what I wanted him to.

During our remote sessions (which spanned several weeks), “Roger” often
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put me on hold to consult with his “senior technician”, or his “accounts manager”.

When he “puts me on hold”, I’'m not really on hold, I can hear what is going
on at the “technical center”. It sounds like there are many people working there,
under the direction of one or more supervisors.

It is obvious that “Roger” is working from a script, and when anything
happens that he doesn’t know how to deal with (for example, when the “customer”
doesn’t have a charge card), he asks someone else what he is supposed to do.
“Roger” appears to have little technical skill, and he (and his superiors) are easily
fooled.

You might ask why I would want to bother wasting my time with “Roger”
instead of just hanging up. There are a number of reasons:

I wanted to see exactly what these scammers do when they access your

computer from remote.

« When they are trying to scam me, they aren’t scamming someone who is unable
to spot and deal with this type of scam.

. | may be able gather information that could be of help to law enforcement in
preventing this type of scam in the future (or, as was the case here, try to help
someone being scammed right now).

. It can be fun to outsmart a scammer like “Roger”, there were a couple of times

when I had to cover the mouthpiece on the phone, so he wouldn’t hear me

laughing.

If you’re going to try to scam someone who is smarter and more technically
competent than you are, you aren’t going to win. Just ask “Roger”.

Note that when I refer to “Roger”, I am referring not only to the voice I hear
on the phone, but to the person or persons who are accessing my computer from
remote. I believe that the “Roger” I hear on the phone is merely the voice the
victim hears, and that much of the remote work is done by someone e¢lse.
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Iy Support Connection
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Session One

The first thing a scammer needs is access to your computer. “Roger” directed me to
a site, secure.logmeinrescue.com, where I would download a utility granting
“Roger” remote access to my computer.

Since | had a virtual machine ready, that is what I granted him access to.

To clarity, the sections “Session One” or “Session Two” etc, are not consecutive
days, and they are not my only phone conversations with “Roger”. They are only
days when I allowed him remote access to my “computer”.

4



Q 83 Prince Edward Street Saint John, N.B. E2L 3S1
MCLEAN MIC P\O Phone: 506-658-0486 Fax: 506-658-9652
Email: mclmicro@mcleanmicro.ca
www.mcleanmicro.ca

Professional Computer Services Since 1993

{= LogMeln Rescue - Remote Access Software and Remote Control Software - Windows Internet Explorer

@@,v |O https://secure.logmeinrescue.com/Customer/ TrialWarning. aspx?code=950218 V[ Q I 2| X I',_'j Bing l p ¥

File Edit Vew Favorites Tools Help
i Favorites | 53 @] Suggested Sites v @ | Free Hotmail €| Web Slice Gallery =

- I —y Am »
\\-,)LogMeInRescue-Remote Access Software and Rem. .. ‘ ‘ ﬁ * B [ m= v Page~ Safety » Tools ~ @v

Be cautious taking unsolicited calls for

' support
® Only accept support from people you trust. This technician is using a
L trial version of LogMeln Rescue. (»

Exit
Report Abuse
c 005-2012 LogMeln, Inc. All = Legsl Ssles
https: fjsecure.logmeinrescue. comfCustomer/ TrialWarning. aspx?op=submit e Internet ¥a H100% v 7t

=

‘4 start /2 LogMeIn123.com —R... B ° e ® % 9, 8is0PM

I didn’t ask “Roger” about the warning that popped up when I ran the remote
access utility, I didn’t want to ask him too many questions he couldn’t answer.

If he knew he wasn’t scamming me, he would have disconnected.
LogMelnRescue is a legitimate service that allows IT people to log into their

clients computers from remote to fix minor issues. It can also be used by scammers
to access your computer, but only if you let them.
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‘4 Start @) (Trial version) HP... H Event Viewer

“Roger” opened my event viewer and explained that the red errors were caused by
viruses and infections.

Roger: “Each of these red and yellow marks are thousands of infections, this is
bad. Very very bad.”

In reality, the virtual machine was a fresh install. A certain number of errors and
warnings in the event logs are normal (depending on the error or warning) and
there was nothing wrong with the computer.

Note in the taskbar that the remote access software is the trial version of HP Care
(which uses LogMelnRescue).
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Next, “Roger” opened my browser (Internet Explorer) and went to an HTML
validation page. He entered the Google home page in the validator, which
generated a number of errors and warnings.

These, he explained, were further indications of the severity of the infections in my
computer.

Obviously, any HTML errors on the Google home page have nothing whatsoever
to do with my computer. I didn’t ask “Roger” about this, I was pretending to be
technically challenged, so played along to see what would happen next.
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& * | WindowsCare 2
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Operation System: AY Microsoft Windows XP
<@ Intel(R) Core(TM) i7 CPU
BB YMware SYGA I

& 204708

Processor Info:
Video Device:
Physical Memory:

V/Spyware Removal

Scan and remove Spyware and Adware

V|Security Defense

Prevent Spyware from being installed in your PC

V/Registry Fix

Fix invalid or incarrect registry entries and values

V/System Optimization

Optimize and repair system configuration
V|Startup Manage

Control and optimize Windows startup items

V/Privacy Sweep

VlJunk Files Clean

Clean up junkfiles and recover disk space

Restore Center  Tools
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Options

950 ...

2 problems found.
Show details...

32390 items unprotected.
Show detEiIS,.,

33 problems found.
Show details...

84 problems found.
Show details...

2 items found.
Show details...

7 problems found.
Show details...
11MB files found.
Show details...

@ Need More Windows Care Services?

- e

UpgradeNow!

" O cComputer Management | @) (Trial version) HP Care " /7 [Inwalid] Markup Yalid...

‘4 start

EX advanced WindowsC...

Now “Roger” transfers software to my computer, and installs and runs it.

I have never heard of “Advanced WindowsCare 27, but I do know that a fresh
install of Windows isn’t going to have thousands of problems. The virtual machine

I allowed “Roger” to access had never even been on the Internet, except to activate
the Windows.
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Diagnostic & repair of your software issues.
Troubleshooting software errors.

Updating drivers and security to protect against
online threats.

Connecting to the Internet, devices and peripherals.
Optimizing your PC’s speed and Performance.

a) Clear Internet Cache Files

b) Clear Browser History and Cookies
c) Clear Temporary Windows Files

d) Clear Recent Windows Files

e) Clear Temp Folder

f) Clear Prefetch

g) Clear Event Log

h) Clear Recycle Bin

i) Clear Clip Board

2.System Diagnostics

a) Check your Disk h
b) Scan and Fix System Files

c) Check your Disk Space

d) System Info

e) Port Scan

f) Disk Defragmentation

SOFTWARE PROTECTION

€ Internet fh v H100% -~

—_— - ~ [ -
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After poking around my system for a few minutes, including looking at my system
properties, and doing some useless things at a command prompt (no doubt to
convince me of the level of infection on my computer and of “Roger’s” ability to
correct them), we wind up at a page where I can purchase “services” to fix my
system.

These “services” include (among other things) emptying my recycle bin, and
clearing my clip board, all for the bargain price of $199. And it even includes
lifetime support! But as you will see later, if you fall for the scam, they may be
able to steal far more than the initial payment from you, and do so without
any further help from you.



© 83 Prince Edward Street Saint John, N.B. E2L 3S1
MCLEAN MIC RO Phone: 506-658-0486 Fax: 506-658-9652
Email: mclmicro@mcleanmicro.ca
www.mcleanmicro.ca

Professional Computer Services Since 1993

G http:/Awww.westernunion.ca/WUCOMW EB/staticMid. do?method=loadft pagename=agentlLocator - Windows Internet Explorer.
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Western Union Location ~
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MONEY MART #0648

85 Prince Edward St
Saint John, NB E2L 381
506-636-8574

Schedule for next 7 Days
Monday 9:00 AM - 9:00 PM
Tuesday 9:00 AM - 9:00 PM
Wednesday 9:00 AM - 9:00 PM
Thursday  9:00 AM - 9:00 PM
Friday 9:00 AM - 9:00 PM
Saturday  Closed

Sunday Closed

Services
Payments
Quick Collect

floney Order

lobile Money Transfer

I
§
I
|

V
Vioney Transfer
V
v

loney Transfer to a Bank Account v

4. Done @ € Internet fa | ®W100% ~
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Me: “But Roger, I don’t have a charge card, what can I do?”
Roger: “Let me put you on hold while I talk with my accounts manager.”

Roger: “Ok, I need you to go to Western Union, and send a money transfer.”

Payment will be made to the “accounts manager”. Accounting, he explained, has
been “outsourced to India”, so that is where I will have to send the payment.

“Roger” trusts me, so he will begin the service immediately.
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Disk Cleanup | Mare Options |

> You can use Disk Cleanup to free up to 406,275 KB of disk
S spaceon (C).

Files to delete:

|#] Setup Log Files 1.091KB A
|#] Temporary files 0KB
E] WebClient/Publisher Temporary Files 32KB
[ 'Z Compress old files 405.117K P T
@ Catalog files for the Content Indexer 0KB o

Total amount of disk space you gain: 1,158 KB pred on This Computer

Description . .
Downloaded Program Files are ActiveX controls and Java applets MQ‘%LC’J'B‘W%

downloaded automatically from the Internet when you view certain ‘- G i - _— Z
pages. They are temporarily stored in the Downloaded Program | General | Tools | Hardware | Sharing | Quota |

Files folder on your hard disk. Disk Cleanup for (C:)

- - \?/ Are you sure you want to perform these actions?
View Files
Eves ) w ]
X s

T Wi
e B Free space: 38,633,578.496 bytes

[ Control Panel

H 314 Capacity: 42,935,926,784 bytes

Details
Local Disk {C:)
Local Disk

File System: NTFS Diive C Disk Cleanup

Free Space: 35.9 GB
Total Size: 39.9 GB

[ Compress drive to save disk space

Allow Indexing Service to index this disk for fast file searching

[ 0K ][ Cancel ] Apply

Yy ; ; f = > e ER =) o ey
iy Start @(Trlal version) HP Care @(Tnal version) hp care ! My Computer & Disk Cleanup for (C:) [ 2 [ By ﬂ X 4y 8i152PM

“Roger” installs more software on my system, then does a disk defragment (which
runs very quickly in a virtual machine), and runs the disk cleanup wizard.

“Roger” doesn’t need me at this point, so we hang up while “Roger” continues to
work from remote.

I told him I was going to bed, but of course I was watching (and recording)
everything he did.
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Select the records you want to intercept

M E=

Keystrokes Typed
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Screenshots
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E@ Social Metworks
2 Wizard
@ Viobsites Viied Do you want to receive the log file via E-Mail? N
|ﬂ Clipboard -
=] Fie Tracking [¥] 5end every 60 % minuces
[B=  Program Activity E-Mail |singh raj02@yahoo.com|
W computer activit Log Fi
- ompuker Ackivity Subject  |Log File

E-mail sender
SMTP host
Fort

Account
Password

Type of log

singh.raj02@yahoo.com

smtp.mail.yahoo. com

465

singh.rajdz

HTHL

Invisibility

Hide everywhere

Hide icon fram tray
Hide the program with Ctrl+Alt+Del
Remove shortcut from DESKTOR

Remove shorbcuts from START MEMU

l

< Back l | Meot > ‘ [ Cancel l
“E

Now “Roger” installs software that will monitor everything anyone does on the
computer. It reads every key you type, records every web site you visit, every file
you open, and everything else you do.

He sets it to email the log file every 60 minutes, and to hide in the system so it is

undetectable.

Using this, “Roger” can capture banking and charge card information,
passwords, and everything else that is done on the computer. He can (and will)
use this information to steal money from the victim’s charge card and/or bank

account.
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sendcmsg.dll
sendmail.dll
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sensapi.dll
senscfg.dll m Capacity Free Space % Free Sp
serialui.dll
WESTERN = 5 servdeps.dll 39.99 GB 35.95GB 8
UNION §R2 /06,2009 : 5 services.exe
B4/14,20088 H - services.msc
N4/14/2008 - . serwvdrv.dll
04/14,20068 0 2 sessmgr.exe
B4/14,2088 H M & sethc.exe
§0,/84,2011 H Setuw
N4,/14/2808 3 M 240, setuh. bmp
04/14,2068 H = setup.exe
N4/14,/2008 H A setupapi.dll
B4/14,2008 H 2 setupdll.dll
n4/14,20088 H i setupn.exe
H setver.exe
sfc.dll
sfc.exe
H a 5 sfcfiles.
B4/14,2008 H % sfc_os.dll
B4/14,2008 z % sfmapi.dll
software pro SOF T PP( otepad EIHE]E

warranty ...

SOFTWARE PRO ACTIVATION IS RUNNING IN YOUR COMPUTER , SO
PLEASE DO NOT TOUCH THE KEYBOARD OR THE MOUSE AS IT MAY
HAMPER THE ACTIVATION

THANKS

SUPPORT TEAM

Ssir

Are u there ?

=

—_—— - —
y ot CAWINDOWSisyste... | [ SOFTWARE SUPPO... T & /ﬁ,‘ 9:24 PM

iy Stant r@ (Trial version) HP Care r@ (Trial version) hp care [ Disk Defragmenter

“Roger” downloads and runs “Software Pro Activation” on my computer. He
explained before that he will install this to help fix my computer, and I should not
touch the keyboard or mouse. He puts a note on the screen to this effect.

In reality, “Software Pro Activation” is just a batch file that keeps a directory
listing scrolling by forever in a DOS window. Apparently, “Roger” wants the
computer to look like it is doing something useful, so I will think he is hard at
work earning his money (which, or course, he will never receive).

This runs for a long time. After a while, “Roger” shuts down the computer. He said
he would do this when he was done for the night.

13



Q 83 Prince Edward Street Saint John, N.B. E2L 3S1
MCLEAN MlC RO Phone: 506-658-0486 Fax: 506-658-9652

Email: mclmicro@mcleanmicro.ca

Professional Computer Services Since 1993

www.mcleanmicro.ca
{= Track a Money Transfer | Western Union - Windows Internet Explori |._||E|E|
= This URL looks real =
@.\-— ) - |§, westernunion. ca — « 5 B4 | % | R
—~ to “Roger”.
File Edit ‘Wiew Faworites Tools Help
S Favorkes | 95 & ~ @] Fres Hatmall & ] <
= = »
(& Track a Money TransFer | Western Unian - B =] peh v Page v 3afety » Toos + (@~
-~
WO-775 DESTINATION INCOMPLETE
MTCH : 8327742553
Transfer Status : In Transit ON HOLD
Transfer Amount : $195.00
Transfer Currency : Canadian Dollars
Sender : Dave Maclaine
Sender's Office ID : Money Mart #0643
Sender's Office Address : 85 Prince Edward S5t
Sender's Office City : Saint John
Sender's Office Country : Canada
Sender's Office Postal Code : B3L 351
Receiver : Tamanna Parwveen
Receiver's Office ID : MISSING
Receiver's Office Address : MISSING
Receiver's Office City : Folkata
Receiver's Office Country : India
Receiver's Office Postal Code : MISSING %
Funds in the amount of $199.00 CON to Tamanna Parveen in Kolkata India are in transit but on
hold.
Due to network infrastructure upgrades, as of August 10, 2013, international transfers from
offices in New Zealand and parts of Canada NMUST specify complete destination details. This
restriction will be implemented on a world wide basis once upgrades are completed.
Please have the sending office enter any information indicated above as missing.
Please Mote: Transactions to certain destinations may take longer or be subject to additional restrictions.
w
< | >
/& Dane € Internet v ®imw v

4 s Start Q!} (Trial wersion) HP Care [° WESTERM UMION - I4... /2 Track a Money Transf. .. 7] ‘f‘ I{_JE W w5, 7:51PM

Session Two
When “Roger” called the next day, I was again ready for him.

Me: “The girl at Western Union said that because of a new network system they
have in Canada, I need to tell them more information about where your
accounts manager will pick up the money.”

Roger: “Ok, let me put you on hold while I check with my accounts manager.”

Note the URL above, it appears to point to a valid Western Union page. Actually,
it is a fake page on my web server running at home. You can do this type of
thing if you are a network technician and run your own web and DNS servers.
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I WESTERN UNION - Notepad

File Edit Faormat Yiew Help

MONEY MART #0648

85 Prince Edward st
saint John, NB E2L 351
506-636-8574

lemail---hp.care24@yahoo.com

Cust ID---CAN 2023

Receiver : Tamanna Parveen

|Receiver's office ID : Andhra Bank

Receiver's office Address : 101 A B.T Road,kolkata 700090
[Receiver's office City : Kolkata

Rece‘i\rer:s office Country : India

[Receiver's office Postal Code : KOLKATA 700090

SHOPFERS DRUG MART-CANADA POST
More Information

SHOPFERS DRUG MART-CANADA POST
|57 LANSDOWNE AVE

SAINT JOHN, NE E2K 229

(506) 634-1774

%AWTDNS DRUGS-CANADA POST

More Information

ILAWTONS DRUGS-CANADA POST

39 KING ST

SAINT JOHN, NB EZ2L 4w3

{(506) 634-1422

- — - _ -
iy start f () (Trial version] HP Care [P WESTERN UNION - 1... B WESTERN UNIOM - M... f £~ Moneytram Canada -... B °e @ % A G4 Pm

“Roger” agrees to provide the required information, and opens notepad to type it
in. He tells me to be sure to go back to the Western Union office tomorrow with the
information, and complete the transfer.

He says that if there is any problem with Western Union, to send a MoneyGram
instead, and he finds two locations (the post offices in Shoppers Drug Mart and
Lawton Drugs) where I can do this.

He explains that I should tell them the transfer is for personal (not business)
reasons “to save on the money transfer fee”. I thank “Roger” for trying to save me
some money. While doing my best not to laugh, I tell him I will take care of it in
the morning.
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384,512 mpd4sdmod.dll
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B3.-30.-2010 = " mpgdd=32 . ax
MA4.714./2808 = 5 nplay32.exe
cied. 14,2888 = s mpnotify.exe
B4.-14.-2008 H mpr.dll
h4.-14./20088 = mprapi.dll
B4.-14.-2008 = . mprddm.dll
H4.-14-2008 H % mprdim.dll
B4.-14.-2088 H . nmprmnsg.dll
A_vB04.-14.-28088 H mprui.dll
4142008 = mgad.d11
04142088 = i mghkup.exe
n4.14./20088 = o ngcertui.dll
04142008 = b mgdscli.dll
B4,-14.-2008 = nggentr.dll
4142008 = mgise.dll
B4.-14.-20088 = . nglogmgr.dll
H4.-14.-2008 H - mgoa.dll
B4.-14.-2088 H . ngoa._-tlb
4142008 H mgoalB.t1b
4142008 = ngoa2B.tlb
0471420088 = mgperf .dll
h4.14./2088 = ngperf .ini
04142088 = ngprfzym._h
H4.-14.-2008 H 663,048 mggm.dll
04142808 = 172,152 mgrt.dll

'Sir / mam
SOFTWARE PRO ACTIVATION IS RUNNING IN YOUR COMPUTER , 50
PLEASE DO NOT TOUCH THE KEYBOARD OR THE MOUSE AS IT MAY
HAMPER THE ACTIVATION

THANKS

SUPPORT TEAM

(& 3 = TEraD " o S ol E AT s e gt
r4 stant | @) (rrialversion) HP Care | (@) (Trial version) hp care e.. | [ SOFTWARE SUFFOR...

I hang up with “Roger”, because he does not need me on the phone as he works
from remote, and I tell him I am going to bed.

He runs “Software Pro Activation” again. The directory listing scrolls by endlessly.
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n4,/14,2008 : P traffic.dll
N4/14/2008 s . tree.com
H trkwks.dll
tsappcmp.dll
ts hyuu dll

Refog Employee Monitor — your trial period ends soon!

29 days remaining

You can use the fully Functional version of this program as long as you want.
However, certain features are only available in registered version.

Use "Buy Mow!" button to purchase you license immediately or click "Buy Later" to
continue your trial period.

If you already have a registration key, please enter it in the space below and press
"Activate":

h4,/14,2008 H
04,/14,2008 H |
h4/14/2008

PUTER , SO
AS IT MAY

ent

al [ . , -
4 start | @ (mialversion) P ... | @) (Trialversioyhpc... | oo CwINDOWSisys... | [ SOFTWARESUPP... | = OnSweenkeyboard B T &)© ¥ 4, 8:33Fm
“Roger” double checks the remote spy software he previously installed (a trial
version of employee monitoring software) to see what I have done between calls. |
didn’t even power on the virtual machine, so there is nothing to report (which is
why he didn’t get any email from the software).

He then does all the same things he did the previous night, and shuts down the
computer when he is done.
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(= Track a Money Transfer | Western Union - Windows Internet Explorer

@ e 8] westernunion.ca v || || X P~
File Edit View Favorites Tools Help
or Favorites | 95 &) v € Free Hotmal £ | 4

é 2 N & >»
€ Track a Money Transfer | Western Union a2 - B | = v Page~ Safety v Tools v @~

~

Track Money Transfer

we help?

nline or call us tol

* indicates required field
1
* Please enter Money Transfer Control Number (MTCN) below.

Money Transfer Control Number o552 577
MTCN 8527742553

©

Receivers Country* ||ndia

@

[}S"T":“-”“ * 119 Select a Currency ¥

TRACK TRANSFER

, Home | Aboutus | Contactus | Help | Consumer protection | Investor relations | Careers | Western Union Foundation | Become an agent |

WEIS’EEI8=| | Intellectual property | Privacy policy | State licensing | File a complaint | Terms & conditions | Site map

©2001-2012 Western Union Holdings Inc. All Rights Reserved

>
Done & & Internet fa v | |100% ~
' ‘ 3 v
iy Start r @ {Trial version) HP Care r [® WESTERN UNION - N... /2 Track a Money TransF...

2] 4")0 % 8:09PM

Session Three

On his third call, I again show “Roger” the fake “Western Union” page that tracks
my transfer.

I changed the fake pages before his call so it would show him what I wanted him to
believe this time.

Note again, that the URL again appears to be a valid Western Union URL.
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(= Track a Money Transfer | Western Union - Windows Internet Explorer

@ & @ ‘Q < westernunion.ca

File Edit View Favorites Tools Help

si¢ Favorites | 55 &) : < v @ FreeHotmail & |

(€ Track a Money Transfer | Western Union

@ - B k| :g: v Page v Safety v Tools v (@lv

|| B[ 2] [ (2]~

»

~

W0-002 Pending

MTCN 1 8527742553

Transfer Status : Pending

Transfer Availability = Iugust 26, 2013

Transfer Amount : $195.00

Transfer Currency : Canadian Deollars

Sender : Dave MacLaine

Sender's Office ID : Money Mart #0648

Sender's Office Address : 85 Prince Edward St

Sender's Office City : Saint John

Sender's Office Country : Canada

Sender's Office Postal Code : B2L 381

Receiver : Tamanna Parveen

Receiver's Office ID : Andhra Bank

Receiver's Office Address : 101 A B T Reoad

Receiver's Office City : Kolkata

Receiver's Office Country : India

Receiver's Office Postal Code : 700050

Funds in the amount of $199.00 CDN to Tamanna Parveen in Kolkata India will be available on

August 26, 2013. This delay is necessary to complete the transfer between the new and old

network systems. Western Union and its agents apologize for any inconvenience.

Please Note: Transactions to certain destinations may take longer or be subject to additional restrictions.
b.£

< | 2
. Done & € Internet fa v ®100% ~

PR — B r - ¢
iy Stant @) (Trial version) HP Care [ WESTERN UNION - ... /2 Track a Money TransF... B&)O % &09pm

Me: “See, the transfer is working. But the girl said because you are on the old
system, and we are on the new system, it will take a week because they have to
transfer it manually.”

Me: “Also, the girl at the Western Union office here said that because we have the
new system, and India doesn’t, you can’t check the transfer from there. You can
only check it from a computer in Canada.”

Roger: “That is too long, let me check with my account manager.”

I think “Roger” was expecting a more instant payment.

Note the fake page verifies the reason for the delay.
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I WESTERN UNION - Notepad

File Edit Format ‘Wew Help

'RECEIVERS FIRST NAME----TAMANNA Al
RECEIVERS LAST NAME----- PARVEEN

COUNTRY ----=====————m INDIA

CITY -—=-==m—mmmmmmmmmmmm KOLKATA

AMOUNT ----------——————- $199

gLURPOSE ————————————————— PERSONAL |

10 MToN NO-—-

[MONEY MART #0648

|85 Prince Edward St
saint John, NB E2L 3s1
|506-636-8574

email---hp.care24@yahoo.com

|Cust ID---CAN 2023

|SHOPPERS DRUG MART-CANADA POST

'57 LANSDOWNE AVE
'SAINT JOHN, NB E2K 2Z9
[((506) 634-1774

LAWTONS DRUGS-CANADA POST

39 KING ST
'SAINT JOHN, NB E2L 4Ww3
[(506) 634-1422

p— = ;
f." start r (l!ﬂ {Trial wersion) HP Care r [* WESTERM UMIOR - 1. .. B WESTERM UMION - M. .. [ fq Track a Money Transf, ..

“Roger”, or his “accounts manager” wants the money faster.

Roger: “One week 1s too long, too long. Tomorrow, you go to the Western Union
office, and cancel the transfer. They will give you the money back. Then you go to
send a Moneygram instead. You do this tomorrow, ok?”

Of course, I agree and tell “Roger” that I would take care of it in the morning.
“Roger” makes me read the addresses to send a Moneygram from the note on my

Screen.

Next, we hang up and “Roger” does all the same things he did on the previous two
calls. When he is done, he shuts down the computer.
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O LogMeIn
Rescue
5 ‘ou are chatting with Micheal Johnson

ahmh

£:22 PM File transfer complete, (Size: 173 bytes, MDS fingarprink: [
06678B9DFE37DECS6F4DEEFAAGD15E91)

£:23 PM Micheal Johnson would like to send wou the file “Windows-
KEG90830-Y5, 32 bit. exe’, Select a destination for the file and click
Save ko accept, or click Cancel to deny.

2:23 PM Receiving "Windows-KES90830-V5.32 bit.exe’.

&:52 PM File transfer camplete. (Size: 20597596 bytes, MDS
fingerprink: 13CAZ17SSCZ3C09FEENZASETAD4SFCOL)

&:56 PM Connection lost, Attempting reconnection. ..

£:39 PM Femate Contral by Micheal Johnson stopped.

&:39 P Connection closed, Attempting reconnection. ..

5:39 PM Connecting, ..

2:39 PM Connecked. A support representative will be with you

' shortly,

| 5:32 PM Support session established with Micheal Johnson,
5055 P Remote Contral started by Micheal Johnson.

£:56 PM Remate Contral by Micheal Johnson stopped.

706 P Connecting. .

A 706 P Connected, A suppart representative will be with you
shorthy.

7:06 PM Support session established with Micheal Johnsan,

R T

Type here and press Enter to send

Hiding your inactive notification icons...
To see the hidden icons, click this button,

ial wersion) HP Care 3 care y ' 7106 PM

Session Four

Once again, I allow “Roger” in from remote. Once again, he is using the trial
version of the remote access software.

After allowing “Roger” access, he gets additional help via a second remote

connection. Apparently, he must think my computer is more than he is able to deal
with by himself. Once again, I do my best not to laugh at him.
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(> Track a Money Transfer | Western Union - Windows Internet Explorer

@ o | westernunion.ca V|| R[] X %l b
File Edit View Favorites Tools Help

op Favorites | 935 & v € FreeHotmal £ =

= o - »
(€ Track a Money Transfer | Western Union -8 | = v Page~ Safety v Tools ~ (@~

WESTERN| |
UNION

moving money for better

Customer Care | Business Solutions | Agent Services

Register | Login

Track a Transfer

W0-067 CANCELLED

MTCN 1 8527742553
Transfer Status : CANCELLED
Refund Availability : August 28, 2013
Refund Amount : $195.00
Refund Currency : Canadian Dollars
Sender : Dave MaclLaine
Sender's Office ID : Money Mart #0648
Sender's Office Address : 85 Prince Edward St
Sender's Office City : Saint John

% Sender's Office Country : Canada
Sender's Office Postal Code : B2L 351

MTCN 8527742553 in the amount of $199.00 CDN has been cancelled. If you wish to re-instate
this transfer for delivery on the original availability date (August 26, 2013) you may do so
without additional delay within 24 hours.

Refund will be available at the above sending office on August 28, 2013. This delay is necessary
due to the implementation of new network infrastructure. Western Union and its agents
apologize for any inconvenience.

v

< >
2| Done & Internet fg v HW100% ~

. . 5 s L =
iy start r@ (Trial version) HP Care r@ (Trial version) hp care r—E\ WESTERN UNION - N... /2 Track a Money Transf... Be ) O % 709PM

Here we go back to my fake “Western Union” page, enter the information, and see
that the transfer was indeed cancelled.

Me: “I cancelled the transfer, but the girl said because the transfer is between the
new system and the old system, it will take a week for me to get my money back”.
Roger: “So you didn’t send the Moneygram today?”

Me: “No, Western Union has all my money, I can’t send payment until they give
me my money back.”

Roger: “Let me check with my accounts manager...”

I can tell by his voice that “Roger” is starting to get very frustrated. We hang up so
I can pretend to go to bed, and “Roger” again works from remote.
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WES'I'ERNl |
UNION

moving money for better

My Profile

Your Transactions
Your last five approved transactions within the past 90 days sent online or at an agent location are

! Use the "Send Again” feature to send another payment in just two clicks.

Send Again Date Service Transaction Ar

Profile Overview

WESTERN| |
UNION

moving money for better

Canada

Western Union® Money Transfer Service

“indicates re

1 would i

1 would like to pay with

Card Type
@ MasterCard

© EnterNew Card

Thinking I am not watching, “Roger” uses my browser to go to the real Western
Union site. He starts to transfer money from a Mastercard belonging to someone in
Alberta to someone in India.

It looks like they either recorded this information from a computer they installed
spy software on when they were scamming them, or recorded it from their
“payment site”. Then they create a Western Union account in the victim’s name,
and without the victim’s knowledge, so they can steal more money from them.

Just before “Roger” clicked on Continue to complete the transfer, I killed the
power on the Virtual Machine. “Roger” called right away, and I told him we were
having a thunder storm and the power went out. He agreed to call next day once
the power returned.

I immediately took screen shots (including the name and address of the intended

victim) to the city police, and asked them to contact the police in Alberta right
away and inform the victim that their charge card was compromised.
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Windows HP Profeszional Setup

Welcome to Setup.
This portion of the Setup program preparesz Microsoft(R>
WindowzC(HR>» X¥P to »un on vour computer.

To zet up Windows XP now. press ENTER.

To repair a Windows HP installation using
Recovery Console, press R.

To guit Setup without installing Windows XP,. press F3.

ENTER=Continue R=Reiair F3i=Quit

Session Five

For our next session, I tell “Roger” my computer won’t boot.

Me: “It says it wants SYSTEM DISC, I don’t have a system disk. Did my
computer break when the power went out last night?”

Roger: “Yes, your Windows is broken because of when the power went out. You
need to go to where you got the computer and get two disks, a system disk and a
driver disk. Then I will help you fix it.”

I agree, and next day, “Roger” (with much help from his superiors) walks me
through getting the computer to boot from the CD. This wasn’t easy and took quite

a while.

Me, trying really hard not to laugh: “I don’t understand all this technical stuff”.

24



Q 83 Prince Edward Street Saint John, N.B. E2L 3S1
MC I_. EAN MIC RO Phone: 506-658-0486 Fax: 506-658-9652
Email: mclmicro@mcleanmicro.ca
www.mcleanmicro.ca

Professional Computer Services Since 1993

While Windows is installing on my computer, “Roger” asks me a bunch of
questions, things like where I work and other personal questions, all of which I
answer not quite truthfully.

Because I am “one of his best customers” (after all, he seems to be spending most
of his scammer career working on my computer), he is going to talk to his manager
for me.

They are opening a new office, and need someone for “an exciting work at home
opportunity”. All I will need to do is collect payments, and receive my
commission. Because I am such a good customer (even though he hasn’t gotten a
single penny from me yet), he will recommend my name to his manager. His
manager will then call me directly to discuss my possible employment.

I haven’t received a call from the manager yet, but I am pretty sure that when he
does call, I will get the job, but there will be a “small fee to secure the position™.
That is how this type of scam usually works.

As Windows installs, every so often it requires input. Each time, “Roger” consults
with his senior technician and then tells me what to do. Sometimes it takes me
longer to accomplish what “Roger” asks, because (as I again tell him) “I don’t
understand all this technical stuff”, and “I don’t type very fast”.

“Roger” continues to ask questions and chat.

Me: “Since we formatted my computer and are putting Windows back on, does this
mean that all the viruses are gone now?”

Roger: “No no, the viruses hide in a secret place on the computer. I still need to fix

it for you.”

This time I cover the mouthpiece because I can’t contain my laughter any longer.
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£ Device Manager

File  Action Wiew Help

W 2

B

= _g_ AMY-4CA19FEES1A
+ H EBatteries
+ J Compuber
+-ag Disk drives
+- 2k DVDJCD-ROM drives
+|-fdg Humnan Inkerface Devices
+-{=) IDE ATAJATAFRT controllers
+-» Kevboards
+ J Mice and other pointing devices
+- EH8 Metwork adapters
= @ Other devices

I said “Ethernet”

83 Prince Edward Street Saint John, N.B. E2L 3S1

Phone: 506-658-0486 Fax: 506-658-9652
Email: mclmicro@mcleanmicro.ca
www.mcleanmicro.ca

Network Setup Wizard

Ready to apply network zettings...

The wizard will apply the following settings. This process may take a few minutes to complete
and cannot be interrupted.

Settings:
Internet connection settings; -~

Connecting through another device or computer.

Metwork settings:
g Base System Device

1 Wideo Controller (vGA Compatible)
+ ¥ Processors ANY-4CATIFEESTA

= @ SCSI and RAID controllers Wwiorkgroup name: MSHOME
(? 53T Controller b

4@, sound, video and game corkrollers

+ System devices
+ Uriversal Serial Bus controllers

was listed here. Computer description:

Computer name:

To apply theze settings, click Mext.

< Back rj:§t > Cancel

Now Windows is installed, but I tell “Roger” cannot get on the Internet. If I can’t
get on the Internet, “Roger” can’t access my computer from remote.

“Roger” consults with his senior technician.

Roger: “You need to put in the drivers disk.”

Me: “I only have one disk, the computer shop didn’t give me any other disk.”
Roger: “I told you to get TWO disks, not only ONE disk, you need the DRIVERS
disk, TWO disks not one”.

Me: “They only gave me one disk, and they didn’t have another one.”

This is another one of those times when I need to cover the mouthpiece on the
phone so “Roger” can’t hear me laughing.

“Roger” tries to get my Internet connection working. He gets me to open Device
Manager and read anything with red or yellow next to it. I lied to him, and read
“System Device, Video, and Ethernet” (the Ethernet driver was fine).

“Roger” then gets me to run the Internet connection wizard, and the network setup
wizard. I wanted to yell at him “you stupid scammer, nothing you tell me to do is
going to work without the Ethernet driver”, but I held my tongue.

We gave up for the night, and I promised to get drivers the disk.
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Between Sessions Five and Six

“Roger” called back asking if I got the drivers disc. I told him that even though I
bought the computer used, I had it for less than thirty days, so it was still under
warranty. I told him I would take it to the computer shop tomorrow, and they
would put the drivers in for no charge.

Then “Roger” wanted to know if I sent the MoneyGram.
My wife had a good idea.

Me: “The girl at Moneygram said because of new anti-terrorist regulations in
Canada, they need more information to send money out of Canada. They need the
name and address of the accounts manager. The information has to come from a
government issued ID card, and your accounts manager will need to show the card
when he receives the money. If there are any mistakes, he won’t be able to receive
the payment.”

Roger: “Let me check with my accounts manager..... Ok, I will give you the
information from our other accounts manager from his ID card.”

The name he gave matched the email address that he used to send the spy logs to,
so the name and address I got from him is probably real. If it isn’t his, it is for one

of his accomplices.

I promised to send the MoneyGram after the long weekend, and he will call me
back once the holiday is over.
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“Roger” calls back on Tuesday as promised.

Roger: “How are you today? Did you have a good weekend? Did you get your
computer back? Did you send the Moneygram?”

Me: “Yes, I got the computer back, they said it is all fixed, but I haven’t hooked it
up yet. [ went to the Moneygram place, and they mailed you the payment.”

Roger: “Did you get a reference number?”

Me: “No, they mailed it to the address you gave me, they said you don’t need a
reference number because they mailed it.”

Roger: “How long did they say it would take to get here?”

Me: “I’m not sure, a week or two because it is overseas?”

Roger (sounding disappointed): “Oh, ok.”

I told “Roger” that I had to rush back to work, and I had to work tomorrow night,
so he should call me Thursday.
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Session Six

ok Roger” called tonight. The last few nights I didn’t answer (I

Vaur desktop s being remate controlled by

fa had other things to do) but I decided if I wanted to keep him

e ON the hook, I better take his call tonight.

jon el lth Gabriel Marshall,
nted full permission to Gabriel Marshall. To

¥ou havi
revoke, click the on the toolbar or press Pause/Break on the
whoard,

Remote Control started by Gabriel M,
abriel il ool [

LeHs e | Roger: “We have been worried about you, we have not been
able to call you for several days.”

Me: “Oh, at the Giant Tiger where I work, they are renovating
e the store, so I have to work many nights.”

| Type here and press Enter to send lj Roger: (4 COh, Ok. 929

Last time we re-installed Windows from scratch, so “Roger” has to start over from
the beginning tonight. He is still using a trial version of the remote access software,
but now the name on the software is different. I am guessing that the previous trial
has expired.

“Roger” asks me if I use the computer for online banking, because ‘“under
California law, I have to secure computers if they are used for online banking.”

“Roger” is also very concerned about payment for “the service”.

Roger: “ What about payment, do you have the reference number for the money
transfer? It has been forty seven days since we started the service, forty seven
days.”

Me: “No, there is no reference number, it was mailed.”

Roger: “What exactly was mailed? Can you tell me exactly what was mailed?
When will payment get here? Where did you send it?”

Me: “It was a Moneygram Money Order. It was mailed to the address you gave me,
the girl said it will take one or two weeks, depending on the mail in India.”

Roger: > Ok, ok, my bosses have been asking me about the payment, and I am
worried they might fire me.”

I try not to laugh too loudly while “Roger” begins work by installing Firefox.
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€ TeamViewer  Revealer Keylogger Free @

Connection  Extras  Help Endlish

Free license (non-commercial use only) - Dave - Any Name

Welcome to Revealer Keylogger
Remote Control

Thank you for choosing our product.

Allow Remote Control Control Remote Computer
By instaling or using the product, you agree to its User License Agreement
Please tell your partner the followving ID and Please enter your partner's ID in order to
password if you would like to allow remote control the remate computer. \
control.
‘ i Install Now

artner
296 144 106

| v
s 0

Customize
(®) Remate control

O File transfer
Entter & personal password to access this

computer from anywhere
Connect to partner

K4

@ Ready to connect (secure connection) Computers & Contacts > .

B ol

Now “Roger” installs Team Viewer. It seems that every time he works on my
computer, he needs two remote connections. I’m guessing he is just the “voice”
while someone else actually accesses the computer.

Once again, “Roger” installs a key logging program on my computer. He doesn’t
say anything about this, he distracts me by talking about other things.

I play a loud wave file of a clap of thunder into the phone, and tell “Roger” we get
thunderstorms all summer. I wanted an excuse in case I had to cut him off
suddenly, if he tries to transfer money from someone else to India again.

“Roger” remembers that I don’t have a PayPal account, so he is going to help me
create one. But he has other things to talk about first.

He did “recommend my name” for the position with his company. All I have to do
is receive payments on his company’s behalf, deposit the cheques, and forward the
money, minus my generous commission.

This is another scam. The cheques they send you look real, and when you deposit
them, they go into your bank account. You send most of the money back to
“Roger.” The cheques take a long time to clear and two weeks later, the cheques
bounce. The bank takes the money for the bad cheques out of your account, and
you are that much poorer, while the scammer is that much richer.
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) Gongle Accounts - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

@ - e Ry E {afetelal (== | bikbps:ffaccounts.google.com/SignUpPservice=maildcontinue=htt 5.7 - "" _;.
\g_l Maost Visited |j Getting Started |5 | Latest Headlines ﬂ Customize Links j Free Hotmail |j Windaws Marketplace \_1'] Windows Media

P Personal Account Sign Up - PayPal [ Google Accounts a| -

Google

File Edit ‘Wiew History Bookmarks Toaols  Help

Create a new Google Account @ - C o - MjEE Ll
N (8] Most visited |_1'] Getting Started |5 | Latest Headlines |j Customize Links |_1'] Fres Hotmail |_1'] ‘Windows Marketplace \_1'] Windows Media
ame P Personal Account Sign Up - PayPal 3 | M Inbox - madainedave@gmail.com - Gmail -
Dave Maclaine Enter your information Sacure () A
Choose your username
Please fillin all fields

maclainedave
Ernail address

“ou will use this to log into PayPal

Cleatellpaswnid matlainedave @yrail.com

--------- Choose a password

ooooooooo Fair

Re-enter passward v Use 8-20 characters.

--------- | W Don't use your name of email address

0 Use amix of uppercase and lowercase

Done

Firstnarne lefters, numbers, and symbols,
I v Mlake your password hard to guess - even
N for & family member or close friend.
hidd|e name
Lastname |

TransFerring data From wiww.paypalobjects.com...

o ey [ = P ) = F \i g
1y Start (#) (Trial version) HP Care &%) Personal Accourt: Sig..., © 2 TeamViewer &

Now it is time to set up my PayPal account.

Roger: “Ok, so what is your email address”
Me: “My wife does all that, she made me an email address, but I never used it.”
Roger: “Ok, we can make you a new email account.”

“Roger” takes me to the gmail page and we create a new gmail account. He gets
me to type in a password, and write it down, and tells me not to tell anyone. He
doesn’t ask me what it is, why should he? He already installed a key logger.

Then we create my PayPal account, using my new email address. Again, “Roger”
gets me to type a secret password, while the key logger is still running silently in
the background.

“Roger” tells me to enter my Social Insurance Number and cell phone numbers in

the appropriate (but optional) boxes, I told him I didn’t have a cell phone and I
don’t know my SIN.
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¥ Online Payment, Merchant Account - PayPal - Mozilla Firefox

File Edit ‘iew History EBookmarks Tools  Help

© cxal

18] Mast visited |_1'] Getting Starked (5| Latest Headlines |_1'] Customize Links ;] Free Hotmail |_1'] Windows Marketplace |_1'] Windows Media

GEVEMUIEE) https:ffwvw,. paypal. comftafegi-binfwebscrPSESSION=bWi wT -‘l T ).'

e Loading... E 1 Inbox - maclainedave@gmail. com - Gmai -
ElLI | Login | Help | Security and Protection Search o
EETUE Forsonal B Business I Developers | Whera Tolse |
How PayPal Works Pay Onling Send Money  Get Paid Products & Services
Sorry -- your PayPal session has timed out
Since your computer hasn't heen used for awhile, our systern has logoed vou out of PayPal as a security precaution.
\!/ Any unsaved data or incomplete transaction you started was discarded. If you came to this page from another
website, please refurn to that site (don't use your browser's Back button) and restartyour activity. Ifyou came fram
PayPal's website, enter your PavPal login information, and then click Log In.
About Us | Accourts |Fees | Privacy | Security and Protection | Contact Us | Legal Agresments | Mobile
Mass Pay | Our Blog | Site Map | Site Feedback B

https: v, paypal comfca/cgi-binfwebscr femd=_registration-run

7 P — s M E
i ." start l:t\ (Trial wersion) HP Care &%) Online Payment, Mer... T 2 Teamy

I take my time as we fill out the form, and it takes long enough that it times out.

Roger: “It took too long, it is a secure site, the security times out.”

Me: “Oh, I’'m sorry, I don’t type very fast.”

Roger: “We will try again, this time you type in your password, and I will type
everything else for you.”

When it comes time to enter the banking info, I don’t know what it is. “Roger”
sounds disappointed.

Roger: “You don’t know your bank account type or account number? You don’t
have your passbook or statement?”

Me: “No, my wife pays all the bills and does all that stuff.”

Roger: “Oh, well when your wife gets home, you get the information and enter it
here” (he points the mouse to the banking link on the PayPal screen).

I’m sure that if I did enter any real banking info into a PayPal account that “Roger”
created for me (and for which he logged the password), money would quickly
disappear from my bank account.

32



© 83 Prince Edward Street Saint John, N.B. E2L 3S1
MCLEAN MIC RO Phone: 506-658-0486 Fax: 506-658-9652
Email: mclmicro@mcleanmicro.ca
www.mcleanmicro.ca

Professional Computer Services Since 1993

B Untitled - Notepad

The phone connection isn’t very good,
pl £ e ;{‘,ﬁr%rgg;ﬁ’; Is hang up ia m - «Roger” must be using VoIP from India, and
frequently it breaks up. Finally, we can’t hear
each other at all, and “Roger” types a
message for me to hang up and he will call

me back.

The new connection isn’t much better, so
“Roger” types his messages in Notepad. He

B Untitled - Notepad E@@

will “give me a short service” tonight, then
dave,today we are going to give you a — tomorrow he will work for two hours and

- S o
e o mos e 5 S e chseey G s install the security license for lifetime.

hours and install the security
Ticense for Tlifetime

: I type to “Roger” that I don’t know if I have
so you tell me_whats the good time .
when i can call u back tomorrow?? to work, but he can try at eight. We hang up

ok i dont know if i work tomorrow so “I can go to bed” while “Roger” works
nite but if im home 8 oclock 1is ok
from remote.

we will try for sure|
Ea .
Connection Extras  Help 4 . .
Free license (non-commercial use only) - Dave - Any Name . i ‘ auto matlcally allow hlm remote ac C e S S
“Iwhenever he wants, without needing my
Legitimation Confirmation p ermi S S i On .
Please be careful with unsolicited calls.
Do you know the person you interact with at the moment? This technician is using a free trial
E version of TeamViewer,
Only choose ,Trustworthy™ if you really know and trust the person you are talking to. NeXt he do e S all the Same thing S he did b efore
[y (e ) | We fOrmatted my computer. He did a defrag,

Remote Control

conpuer romanyerere. =i ran the disk cleanup, check startup, etc.
s . |8 Then he downloaded and ran “Software Pro

T WO _=» Warranty Phase 1” which, the same as before,

[La0a-2008 ©@9:08 AM
l14/64,2008 89:08 AM

v B .
i 35 ; does nothing more than endlessly scroll a

14842008
14842888

iirien o i S directory listing in a DOS window. This runs
: “ for about an hour, after which “Roger” shuts
the computer down for the night.

14842888

14842888
14842888
14-84/2008
14-04-2008 @9:00 AN
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Session Seven

During previous sessions, “Roger” has had an easy time working on my computer.
Everything worked as he expected it to. For tonight’s session, I decided to prepare
things ahead of time to make things a bit more challenging for him.

I started by renaming some of the Windows commands. Notepad now opens Paint.
Paint opens Calc. And so on. I did the same with some of the system control
applets, so when he wants to view the system properties, he will get the
accessibility wizard.

Then I added some custom entries to the hosts file, and prepared my firewall.
When “Roger” tries to open Google, PayPal, Gmail, and a number of other sites,
he gets a random page, a different one with each attempt.

So when “Roger” calls, he logs in from remote and I ask him about the problems
the computer is having.

Me: “Oh good, I was waiting for your call, my wife says the computer is infected
and all messed up, she can’t get to PayPal or Ebay or Facebook or Banking and a
bunch of other places, is it infected?”

Roger: “Yes, because you did not get the daily service it is a problem.”

Me: “Ok, but since we have the lifetime service, you will fix it now?”

Roger: “Yes yes, we will fix it.”

But no matter what he does, “Roger” cannot get to a number of pages, the wrong
ones keep popping up.

Usually “Roger” sounds confident, but tonight he sounds a little less sure of
himself.

We hang up so I can “watch TV” while “Roger” works from remote. But I think

watching the virtual machine is going to be more entertaining than watching the
TV tonight!
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£) Mozilla Firefox

File Edit View History Bookmarks Tools Help

- C X @ B nipjwww.google.caj “Roger” types this || *§~ y’
|8] Most Yisited l_] Getting Started 5 Latest Headlines l_] Customize Links l;] Free Hotmail d Windows Marketplace l;] Windows Media »
*** Loading... - ~

©) Andy Roddick Foundation - Mozil

File Edit View Hist
< B mic - < 133 L3} h
O ¢ x o CEEEEE wurmma & ; < But “Roger” gets these
(8] Most visited | ] Getting Started (51 Latest Headines | | Customize Links | ] Free Hotmail | ] Windows Marketplace | ] Windows Media
|| Home | ollective @ andy Foundation 8 -

iz on this page. Instal s a

Sign up for our e-newsletts

e ANDY RODDICK Ele Edt Vew Hitoy Bookmarks Tooks Hep

FOUNDATION - C X @ o paypalcomt 1 IR E P:
ABOUT | PROGRAMS | NE!

81 Most visited | | Getting Started . Latest Headines | ] Cu 1 Free Hotmall | ] |7 wWindaws Media

" Loading...

TALENT
OPPORT

) findy Roddick ... | B Control Panel

‘ Latest

L DI

SPATCH = Tunisian Daily: The Arab Backwardness Is A Breedi
16,2013 | Report No. 5446 5 - .

 InE: aign Against Obama, U.S.; Call
With Ru ‘E
u 911 audi Counterterrorism Website: <
Americ: N

>

1) MEMRI - The Middie E... ENR)B & Y aieem

“Roger” thinks I am watching TV while he works, and he will call me later.

He tries Google a number of times, and Paypal a number of times, and each time,
the wrong page pops up. Each time he tries, he gets a different page.

He looks around the system, and does a few things to try to figure out what is
happening. Nothing is working right for him.

Watching the screen, it is a good thing we hung up because I can’t stop laughing.
“Roger” has been trying to figure this out for about an hour, and it looks like he is
stumped.
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. ~ . - Now “Roger” installs the flash player. None of the pages he
A e tried even use flash. I don’t know why he thinks this will help,
o and, of course, it doesn’t. Installing flash didn’t fix anything at
_.all, and the wrong web pages are still popping up.

Accessibility Options

o My Computer

Keyboard |Sound: Dizplay | Mouse | General|

File Edit View Favorites Tools Help

Stickykeys
Use StickyKeys if you want to use SHIFT, CTRL, ALT. or
) . ’ "\ . V W'indowt%go key by preszing one key at a time.
Q / e \_) K /‘ ; SanCh l{ G FOIders o [ Use StickyKeys
- Loy Filterk.eys
Hddf = t d MY ComDUter / Uze Filterk ez if you want ‘Windows to ignore brief or repeated
= keystrokes, or slow the repeat rate.
= ored on This Computer L —
System Tasks ~
Tooglekeys
. . - , \ - Use ToggleKeys if you want ta hear tones when pressing
Yiew system information /I Shared Documents CAPS LOCK, NUM LOCK, and SCROLL LOCK.
-;3 Add or remove l'_'ll'l:"?FE!FI'IS ' [Uss Tagglekeys
G Change a Setting Q [ Shows extra keyboard help in programs
|Fr0vides the steps necessary to add a new program, ¢
[ 0K ] [ Cancel ] Apply

FS

“Roger” discovers that he is having more problems than just the wrong web pages
popping up. When he tries to view “Add or remove programs”, instead
“Accessibility options” pops up. A number of programs open something different
than what “Roger” expects. I burst out laughing, again.

£ System Restore

welcome o SR 8 When everything else fails, “Roger” tries
the system restore.

The restore runs, setting the system
configuration back to a time about a
month ago.

) Problem loading page. .. E" System Restore EN @) & % s:30pM
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€ TeamViewer

Connection Extras  Help

Free license (non-commercial use only) - Dave - Any Name

Remote Control

Allow Remote Control

Control Remote Computer

Please tell your partner the following ID and Please enter your partner's ID in order to
password if you would like to allow remote control the remote computer
control

m 296 144 106 Partner ID
| v
ED o
®H
Enter a personal password to access this O 5 Google c h rome InSta"‘e r
computer from anywhere
& ¢ Installing Google Chrome...

83 Prince Edward Street Saint John, N.B. E2L 3S1

@ Ready to connect (secure connection) [

| senHome

Phone: 506-658-0486 Fax: 506-658-9652
Email: mclmicro@mcleanmicro.ca

www.mcleanmicro.ca

¥ [ setiathome.ssl berkeley.edu

SETI@h
the Se

Needs your Hel

After the system restore, “Roger” calls back and with his help I re-install
TeamViewer, and “Roger” logs into my virtual machine. I’'m sure he is hoping that
the restore has fixed all his problems. Once he is connected, we hang up again

while he works.

Now he installs Google Chrome. Last time, he told me never to use anything
except Firefox, but I guess Chrome is the browser of the day today.

“Roger” types “www.google.com” in the address bar, but the SetiAtHome page

pops up. I guess the system restore didn’t help.

He tries Google a couple more times, and each time he lands on a different page.
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& ctc

File Edit Wiew Faworites Tools  Help

Qs - () = 7 ) search Foders | [TT3)

Address |23 CAWINDOWSisystem3Zidriversiete

P ~ Imhaosts
File and Folder Tasks % |223] | SaMFile %
== 4k

(£ Make a new Folder

&3 Publish this Falder ta the protocal —
e [223] | Fe B Imhosts - WordPad
— 1KE

td Share this folder File Edit Wew Insert Format Help

DEE && # B By

Other Places % # Copyright (o) 1993-1999 Nicroso £t Corp. ]
#

[ drivers # This is =a sample LMHOSTS file used by the Microso ft TCP/IP for Windc

#
# This file contains the mappings of IP addresses to computernames

# [NetBIOS) nawes. Each entry should be kept on an individual line.]
# The IP address should be placed in the first colurm
# corresponding computernsme. The address and the

# should be separated by at least one space or t

# iz genera 1ly used to denote the start of a comment

# below)

#

# This file is compatible with Nicroso £t LAN Manager 2

# files and offers the folloving extensions:

# flushed the DNS Resolver Cache.
# #PRE

#

4DOM: <clomains C:\Documents and Settings\Dave>
. el o miey
For Help, press F1

This is where it becomes more obvious that “Roger” has help. My guess that the
boiler room where he works has one or two slightly more technical people. This
person (or persons), who “Roger” regularly consults, is probably responsible for
writing the script, and directing the people who actually make the calls, and for

handling anything unusual. And by now, my computer must appear unusual to
them.

After snooping around the computer, “Roger” goes to the etc directory, and opens
the Imhosts file. He is close, he wants the hosts file, not Imhosts, but the hosts file
is hidden. “Roger” doesn’t turn on viewing of hidden files, so all he sees is
Imhosts. Since this file doesn’t have anything unusual, he closes it and putters

around the system some more. He comes back and opens the Imhosts several times,
but it is the same each time.

He tries a few things, such as flushing the DNS cache, but nothing helps. Judging

by the length of time between things “Roger” tries, I’'m guessing he is looking up
solutions on Google.
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£ AVG 2013 Installer

¥iave Welcome to AVG Installer

& agreeing to the following terms and conditions of the AVG 2013 License Agreement and the

IMPORTANT: READ THIS AGREEMENT CAREFULLY. IT IS A LEQ
GOVERNING YOUR USE OF SOFTWARE, CERTAIN SERVICES PRO
TECHNOLOGIES AND AVG TECHNOLOGIES' COLLECTION AND USESSEEEYITus
PERSONALLY IDENTIFIABLE INFORMATION. BY CLICKING THE “ACCH

‘ ¥ AVG Internet Security

INSTALLING THE ACCOMPANYING SOFTWARE PRODUCT (THE “SOFTW ®
BEHALF OF YOURSELF AND THE PARTY ON WHOSE COMPUTER THY :'c'::‘ Campiuer;

INSTALLED) CONFIRM THAT YOU ARE 13 YEARS OF AGE OR OLDER}
BOUND BY THESE TERMS AND CONDITIONS, INCLUDING THE TERMS A

REFERENCED IN SECTION 4. AND ACKNOWLEDGE THAT AVG TECH| 253333

0

File system
C:\WINDOWS\system:

Archive all

r R Marsden || History of Queensgate Market |
| Press release 29.03.2010. Huddersfielis

ess ||
lease 03.02.2009. Huddersfield Market is

@ GEMdays, Huddersfield, 26/01/2009 ||
ist Musicians 1]

Since nothing he has tried so far has worked,

“Roger” transfers the trial version of AVG to my computer and installs it. He runs
it but doesn’t find any infections. I didn’t think he would find any viruses, because
I didn’t put any in there for him to find.

The wrong web pages are still opening every time “Roger” tries to go to Google or
many other sites. My wife in the next room hears me burst out laughing.

\pternet Options L4 Now “Roger” tries clearing the Internet
? Are you sure you wank Windows to delete vour history of visited Web sites? EX IOI'CI' CaChe and hiStO . I Shake m
w ) . .
[ | head, wondering why he thinks this should
Yes Mo

% help when he was using Google Chrome.

Invalid Proxy Server

He alSO deletes the temp ﬁles, CheCkS the @ The settings For the proxy server you've chosen ko use are blank, This prevents access

ta the Internet. Do you want ko burn of F Ehe prosey connection?

proxy settings, and does a few other things.
“Roger” tries setting Internet Explorer to
automatically detect a proxy server, but this doesn’t work. There is no proxy server
on my network. Even if there were, I doubt that he would be able to configure
Internet Explorer for it, it is obvious at this point the most of “Roger’s” technical
skill involves looking for solutions on Google, none of which he fully understands.

[ Yes H Mo ][ Cancel ]
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) hteps: umswn. gosgle.cs isr x ¥ Setings % ' [ Lightning Dating Hews

€« €' [ www.lighningband.com w| =

Bigntning News,

Recover From Panda Update

£ Pasted on May 15, 2013

cr C:YWINDOWSAsystem32\cmd. exe

Microsoft Windows XP [Uersion 5.1.26@81
<C> Copyright 1985-2001 Microsoft Corp.

el say that the most ikely devastating Updates nsids the fiskd of sea ¢Ssarch enaine
optimization) remains named Panda. Are you aware you'l manags 1 recover fom pada
L= i hardly any a couple of days knowing which on-page slements you have to be
searching at? The cors foundation Search engine optimization has rarsformed from back-
back-backlik bulking to more related to-page qualty signs that tell Google if you are buldding
a top quality site otherwise, Before Panda, in addition t Penguin, whatever you needed was Mindows IP Configuration
plenty of back-lnks pointing ane websits websits websits website vebsits landing pags to
hardle o position, Nowaddays howerer, Google sights both st= qualty, the sie qualiy, @ s ST U SIS IR TI g B oy ey

art inks, social Mfluence along with over 200 more ranking factors, each gettng ther ver . . . q . f q g
i Wbt Hoveebie ot meore. atii e s oot tonal Wifirie paqey s \Documents and SettingsDaved>ipconfig & This folder already contains a file named ‘hosts',
where it must rark for many ke phrases and phrases and phrass, ’_,J’

c:\Docunents and Settings\Dave>ipconfig/flushdns . 5
Confirm File Replace

Mindows IP Configuration

IF you wish to overcome Panda updates, ' [Echernet adapter Local Area Connection: Would vou like to replace the existing file
s ill ert = oo

avtondad hard ha,
Connect fic DNS Suffix : localdomain
I B

Subnet RN 0 L 1.96 KB
Default C e e e e ...z 192.168.174.2 modified: September 15, 2013, 4:17:33 PM

<

[C:\Docunents and Settings\Daved.

with this one?
734 bytes
modified: December 31, 2002, 3:30:00 AM

[ Es l [ Nlo ]

“Roger” tries Google, Bing, and PayPal several more times. Each time a random
page pops up. He carefully goes through ALL the settings in the Internet Explorer
control panel applet, and resets everything. He then resets all the settings on
Chrome, and checks my IP address in a command prompt.

After a long wait, no doubt while he searches more on Google, “Roger” transfers a
new hosts file to my computer, and overwrites my custom hidden one.

Success! “Roger” can now get to Google and
PayPal. I’'m guessing that “Roger” is pretty proud
of himself at this point.

Google

Canada

P Send Money, Make Online P %

LR R T MMt //vivow. paypal.com cajegi-bin/webscr2c

Google Search  I'm Feeling Lucky

PayPal

Google.ca offered in: Frangais

7istart | © Teamiiewer I personal I Business I Developers | Where To Use

HowPayPalWorks ~ PayOnline  SendMoney  GetPaid  Products & Services

Join PayPal Today

WELCOME TO PayPal

He immediately creates a restore point, in hope | == EEEEE g T
that he can quickly correct this problem if it

worldwide

Login | Discover the convenience

occurs again.

Get to Know PayPal < to retype your payment details.

Speed through checkout without having

+ How PayPal Works

. Aot St L & R A eanions )

<

Yistart [ © Teanviewer Ser N &)%; asiem
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After creating the restore point, “Roger” heads back to Google., but the wrong
page comes up again! And again!! And again!!!

My sides are getting sore from all the laughing I have been doing during this
session.

s R0gET” checks the hosts file he just uploaded,

File Edit ¥iew Insert Format Help

PEH G2 A B B and it i1s correct, the default Windows one.

[ copyright (c) 1993-1999 Microso £t Corp.
#

# This is a semple HOSTS file used by Microso ft TCP/IP for Windows.
#

B e e s | i 8 e nenegs e The reason thlngs went wonky on him again 1s

# be placed in the first colwmn followed by the corresponding host name.

# The IP address and the host name should be separated by at least one . .

¢ e because I simply took all the entries I had made

# Additionally, comments (Such as these)l way be inserted on individual . .

# 1 £olls e I i ol b LEY &%

e o Eaenng e e e St 8o in the hosts file, and pasted them into the
For example:

Pommem wmamwen e e nameserver on my firewall. Since the cause of

the problem now isn’t in the virtual machine, it is
unlikely that “Roger” will be able to figure it out.

At this point, I wonder if scammers ever get nervous breakdowns, and if “Roger”
is about to have one.
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'_ Quick Heal Setup Downloader

Quick Heal Setup Downloader B

Select the directory o download setup:

| Ci\Documents and SettingsiDaveiDeskbop ‘

Download Information

Status: Download in progress.,

Product name: Guick Heal Total Security 32-bit

Download path: C\Documents and Settings\DavelDesktophQHTSF
Statistics: 262.71 ME of 271.35 MB downloaded.
Transfer Rate: 2.20 MB[sec.
Time Remaining: 3 sec. left
—r—
Progress: NERRRRNRRRRR RN (@) Quick Heal Toal Socury 2013 - Renfﬁ
- Virus database 20 May 2013

Launch setup when download completes

[Jopen folder location when download completes

( Scan Progress
Performing full system scan

W [~ s
[% Stanil By =1 (&) BacktoDashboard

Scanning completed successfully. &
No virus found.

Please view reports for more details.

Close

© 2012 Quick Heal Technologies (P) Ltd.

“Roger” now installs Quick Heal. It requires a reboot after installation, so he sets
his remote access software to allow unattended remote login, and reboots the
computer.

Once the system has rebooted and “Roger” has logged back in, he performs a scan
with Quick Heal. Of course, just like the scan with AVG, nothing is found.

[ am tempted to install a few viruses just for “Roger’s” benefit, so there will be
something for all his scans to find.

“Roger” proceeds to check everything he can think of, many of which could have
any bearing on the problem he is having: Windows time settings, Windows
firewall, free disk space, automatic updates, and more.

The wrong web pages still pop up when he tries Internet Explorer and Chrome

again.
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File  Action Wiew Help
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& Local Security Settings

Security Settings
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dows Media Player Open

G, o Explore
srnet Explorer Search...

Def
© U5 scartwith AvG
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“Roger” also continues to experience other difficulties. When he tries to run the
Services management applet, he gets the Local Security settings. When he tries to
select Manage from the Computer context menu, he gets the Indexing Service.

I guess this sort of thing can happen if you rename some of the commands and
applets before “Roger” calls. By this time, I’m too tired to laugh. “Roger” has been

working for over three hours tonight.

After this, nothing happens on the screen for a while, and I want to go to bed, so |
kill power to the virtual machine. “Roger” doesn’t call when I do, and he didn’t
call the next night either, so I suspect he has had enough.

I wonder if I’ll hear from him again?
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A Few Days After Session Seven

[ haven’t heard from “Roger” for several days, since he couldn’t figure out why my
computer wouldn’t co-operate with him.

Here are a few random facts of interest about “Roger” and his attempted scam:

A scammer makes a cold call and informs the victim that their computer is
infected and needs to be cleaned. The scammer can do this from remote for a
fee.

The scammer works from a script, and sometimes can adlib if necessary,
sometimes not.

The scammer works in a “boiler room” under the direction of one or more
scammers who are more technically knowledgeable, but still not real
technicians.

The payment site that they ask you to use may or may not capture your charge
card information if you fall for the scam.

The scammer will install spy software on your computer to gather information
that may be used in the future. The information they want would include charge
card and bank account numbers and passwords, PayPal login information, and
any other information that may be useful to them.

Once the scammer has banking/charge card/PayPal information, they will use it
to steal money using a Western Union money transfer (which is NOT
recoverable) or other money transfer service, so if you fall for the scam, you
stand a good chance of losing more than just the initial payment.

The scammer is not a single person who accesses your computer from remote,
he is likely just the voice you hear. He will initiate remote access to your
computer, and talk to you while he performs some simple tasks (many of which
are useless but designed to make you think he is working), and then he will turn
the remote connection over to someone else who has a bit more technical skill.
The scammer runs additional scams, such as the fake cheque scam, that he may
try to use on you.

Anyway, that is all for now. If “Roger” calls back, I will post an update.
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Over A Week After Session Seven

I guess “Roger” hasn’t given up yet.

The “accounts manager” called from India. Apparently, they still want payment.
My wife said to call back at eight in the evening when I am home.

Sure enough, “Roger” calls back at about eight. I tell him I am busy, he will have
to call back tomorrow.

He wants to talk for a moment about the payment, he is getting concerned. I
promise to talk to the girl at the money place and have answers for him when he
calls tomorrow “to finish the service” on my computer.

He suggests that I should get my money back and this time send it Western Union.
I didn’t remind him that I have already tried that (or, at least he thinks I did), and
he told me to cancel it because it took too long.

I set things up again with my DNS and web servers to cause a bit of confusion on
the virtual machine, so “Roger” should have an interesting time trying to fix things
if he calls tonight.

If “Roger” figures it out and tries to manually set a DNS server in the network card
properties, it won’t help. My firewall is set to redirect all DNS queries from the
virtual machine to my DNS server. No matter what “Roger” puts in for DNS
settings, it will still use the DNS server I want.
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& Disk Cleanup for (C:

B Session Eight

*r'ou can use Disk Cleanup to free up to 49,052 KB of disk

= space on [C:]).

.'|\-:-a-:|EdF‘r-:u:lrarﬂ Files The ﬁrSt thing “Roger” aSked at the beginning Of SeSSion
S il gmie | eight was about the payment.

I;;:n%oll[:r:figzzhsher Temporary Files 513; E: v

ol “E 1 Roger: “My accounts department still has not got the

Downloaded Program Files are Activel controls and Java applets

SRRt m= | payment. Can you send the payment again?”
Files falder on your hard disk. . .
Me: “I will ask the girl at the money transfer place about
1t tomorrow.”
Roger: “1 am getting in trouble with my accounts

department, they are blaming me for no money.
sameine | i | rae | Me: “Ok, T will go to the money transfer place again
General % Computer Name Hardweare Advanced .
tomorrow.

Microsoft Windows <P

g . e 29
y i Roger: “Ok ok”.

[_"f’ F!eg!\;::i::l:'mk?‘
T e “Roger” logs in from remote, and we hang up while he

TEABT-DEM-0047476-42340

works. He does some of the same things again he did in
i the other sessions.

307 GHz, 2.00 GB of RaM
Physical Address Extension

He does a disk cleanup, runs ATF Cleaner, and pokes
around the system a bit, looks at settings and things, and
Run @3 in general doesn’t accomplish much.

= Twpe the name of a program, Folder, document, or
Internet resource, and Windows will open it For you,

Then he runs “Software Pro Warranty” and the endless
directory listing runs for a while.

Open: | npkepad w

Ok H Cancel ][ Browse. .. ]
Lantitod pant_____ WIN He tries to open Notepad again, but as before, Paint
po slcomes up. Defrag doesn’t work. Other programs don’t work. The
&7 . .
s wrong things keep opening.
[7]4
™ A
N “Roger” isn’t having much luck tonight.
[
@ @
< » i

g EIFEEEEEENFEEEEN

MErEEEE R EEE
For Help, click Help Topics on the Help Men
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sourceforge.netfprojecks/dr %

€« X | [ sdurceforge net/projects/drvback

<Dictionary of English slang ar %

=

C "1 wlyw peevish.co.uk/slang/

[>

Please Note - This website uses cookies, click 'l Agree’ to accept or 'More Info’ to find out more:

English slang and colloquialisms used in the United Kingdom

A dictionary of

sflcamey)

85 Of course, the web still isn’t working properly.
My custom DNS and web server setup are still
active. Just for fun, whenever “Roger” types in a
web address, I quickly add it to my DNS server
and redirect it to a random page. I can usually do
this pretty quickly, so the page “Roger” wants
never comes up.

stics slanguistics slanguis

s Setup - Driver Magician

,' Completing the Driver Magician
Setup Wizard

Setup has finished installng Driver Magician on your computer,
The application may be launched by selecting the installed
icons.

Click Finish bo exit Setup,

Launch Driver Magician

Now he installs a couple of driver utilities. Since
e the web isn’t working on my virtual machine, he

DriverGrabber v0.%

Created by Christopher L. Greer Of Siginet Software.
Flease wait while DriverGrabber does it's madgic.

To report bugs or give compliments please go to:
http: fevne. SiginetSoftware.com

has to download the utilities on his computer,
and transfer them to my computer using the
remote access software. Of course, running these

utilities doesn’t help.

Now processing: System Drivers

Poor “Roger”, nothing seems to be working for him, again.

At this point I almost feel sorry for him, but I remember that he is a thief that steals
money from innocent people, and more often than not his victim is an elderly
person who lacks the knowledge to spot the scam. So I think “Roger” deserves all
the frustration I can give him.

After a while, “Roger” gives up for the night and shuts down the computer.
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“Roger” still hasn’t given up. Usually, a scammer is
| done with the victim after a single session, but it

’ = appears that you can string them along for weeks if
About 10,000 lines of “dir c: \w1nd0ws\system32

— they think they have any chance of stealing your

y PHASE 1 .bat"
e Ip

| “Roger” calls, asks again about payment, gets
| disappointed when it isn’t there yet, and logs in from

- g, emote.  He again complains that his accounts
department is blaming him for the lack of payment. I assure him he will get the
payment soon, and we hang up so he can work from remote.

“Roger” does the same thing as before: he runs an endless directory listing from a
batch file called “software pro warranty PHASE 1. I later looked at the batch file
to see exactly what it does, and it is apparent that “Roger”, or his technical
supervisor, doesn’t know a lot about batch files, and didn’t look up how to write a
simple FOR loop (or looked it up, but didn’t understand it). Looking at the end of
the file, it appears that there is a PHASE 2, if “Roger” ever gets that far, but so far
he has never finished letting the 10,000+ lines of PHASE 1 run.

While the batch file runs, “Roger” tries to access several web sites, including the
Western Union site. As before, the DNS and web servers on my network send him
to the wrong sites.

He tries setting the home page in Google Chrome to 7~ cmm
the western Union page, but of course, that doesn’t y.oify
help either.

“Roger” pokes around the system for a bit longer, & i spaceship
checks a few settings, and then gives up for the | RO fatuze
night. I don’t know if he will call back again, or if o

he has finally given up. shopliters

link-o-matic

rapacious chomping
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Final Notes

“Roger” left a voicemail last night, he has not been able to reach me. It has been
about three months since he first called. I have learned what tactics this type of
scammer uses to convince a victim to allow remote access to their computer, I have
learned what they do to a victim’s computer once they have access, and I have
caused him hours of frustration.

So I am done with “Roger”. If he calls, I will tell him I got the computer fixed
elsewhere since we was unable to do so, and hang up on him.

Different groups of scammers may use different techniques and do different things
to the victim’s computer, so my virtual machine is ready for when the next
scammer calls. But for now, I guess this is

The End
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